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Abstract— At a suitable level of abstraction, all that standard1

routing protocols do is iterate extension and election operations2

on path attributes. An extension operation composes the attribute3

of a path from those of a link and another path, while an4

election operation produces the most preferred attribute of a5

set of candidate attributes, given a total order on them. These6

protocols are guaranteed to compute optimal paths only if the7

extension operation and the total order are entwined by the8

algebraic property of isotonicity, which states that the relative9

preference between two attributes is not inverted when both10

are extended by a third attribute. We solve the problem of11

computing and routing on optimal paths with generality by12

recognizing that every total order contains a partial order for13

which isotonicity holds. Then, we design a partial-order vectoring14

protocol where every election operation produces a subset of15

attributes from a set of candidate attributes, rather than a single16

attribute as is the case with a standard vectoring protocol; the17

election operation is derived from the partial order, ensuring18

that no attribute of the set of candidate attributes is preferred19

to an attribute of the elected subset. Moreover, we show how20

partial-order vectoring protocols can be designed to allow routing21

on optimal paths concurrently for diverse optimality criteria.22

Our evaluation over publicly available network topologies and23

attributes, covering both intra- and inter-AS routing, evince that24

the sizes of elected subsets of attributes are surprisingly small25

and that the partial-order vectoring protocol converges fast,26

sometimes faster than a standard vectoring protocol operating27

in the absence of isotonicity.28

Index Terms— Multiple optimality criteria, routing protocol,29

routing algebra, partial order.30

I. INTRODUCTION31

THE quickest path to deliver a file [1]; the wireless com-32

munication path that drains the least energy from battery-33

powered devices [2]; or the shortest Autonomous System (AS)34

path where intermediate ASes profit from transiting traffic [3],35

are all examples of optimal paths. The definition of optimal36

path and the computation of optimal paths can be expressed37

with generality by a routing algebra consisting of: (1) a set38

of attributes, which represents performance metrics and/or39

policy choices in context; (2) a binary extension operation40
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on attributes, which allows the computation of the attribute 41

of a path from the attributes of its constituent links; and 42

(3) a total order on attributes, which establishes a relative 43

preference among them [4]–[9]. The total order defines the 44

optimality criterion. A path is optimal if its attribute is 45

preferred to that of any other path from the same source to 46

the same destination. The prototypical routing algebra takes 47

real numbers representing lengths for attributes, the extension 48

operation is addition and the total order is the less-than-or- 49

equal order. An optimal path is a shortest path. 50

Any shortest path routing protocol can be generalized to 51

a routing algebra by substituting addition and the less-than- 52

or-equal order on real numbers by an arbitrary extension 53

operation and an arbitrary total order on attributes. However, 54

the resulting protocols may fail to compute optimal paths. 55

For example, the Enhanced Interior Gateway Routing Protocol 56

(EIGRP) [10] operates on pairs width-length, preferring those 57

pairs that minimize the latency to deliver a file, but it does 58

not compute or route on quickest paths, in general [5], [11]; 59

the Border Gateway Protocol (BGP) [12] allows configuration 60

of routing policies at each AS of the Internet, but overall 61

it does not compute or route on best policy paths [6]. The 62

generalized protocols are guaranteed to compute optimal paths 63

only if the extension operation is isotone for the total order, 64

meaning that the relative preference between any two attributes 65

is not inverted when both are extended by an arbitrary third 66

attribute [4]–[6], [8]. 67

Besides not computing optimal paths, current routing proto- 68

cols operate according to a single optimality criterion, whereas 69

different applications sharing a network call for distinct opti- 70

mality criteria: for instance, a path that is optimal to deliver a 71

file is not necessarily optimal to stream a video. In this paper, 72

we present a general solution to the problem of computing 73

and routing on optimal paths for a single optimality criterion 74

and concurrently for multiple optimality criteria. 75

Routing on a single optimality criterion. Suppose that we 76

have an optimality criterion for which the extension operation 77

is not isotone. In this case, we re-formulate the concept of 78

routing algebra to preserve isotonicity. Specifically, we trade 79

the totality of the order for isotonicity: we extract a partial 80

order from the total order such that the extension operation 81

is isotone for the partial order [13]. In a partial order, one 82

attribute of a pair of attributes is preferred to the other or the 83

two attributes are incomparable [14]. A partial order defines 84

a dominance criterion. The subset of dominant attributes of a 85

set of attributes consists of those attributes that are not less 86

preferred than any other attribute of the set: it is a plural set 87
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of pairwise incomparable attributes, in general, which contains88

the optimal attribute of the original total order.89

Next, we design a partial-order vectoring protocol that90

operates on partial orders to compute the set of dominant path91

attributes from every source to every destination in a network.92

The protocol instantiates a separate routing computation per93

destination, as standard vectoring protocols do, but has every94

node elect and advertise to neighbors a set of dominant95

attributes to reach the destination, rather than a single opti-96

mal attribute. Every node assigns a locally unique label to97

each attribute of its elected set that is advertised alongside98

the attribute [15]. A source of data-packets recognizes the99

optimal attribute of the original total order among its elected100

attributes and labels data-packets accordingly, to be forwarded101

along an optimal path through label-switching.102

Routing on multiple optimality criteria. Suppose now that103

we have a collection of optimality criteria, each defined by104

a different total order on a common set of attributes. Given105

any two attributes, either their relative preference differs on at106

least two criteria of the collection or their relative preference is107

the same on all criteria. We build a partial order on attributes108

such that one attribute is preferred to another if the former109

is preferred to the latter on all criteria. When the extension110

operation is not isotone for the partial order built this way,111

we once again extract from it a partial order for which112

isotonicity holds. Then, the partial-order vectoring protocol113

computes the set of dominant attributes from every source to114

every destination in a network. A source of data-packets is115

able to select the optimal attribute that is most appropriate116

to each specific data-packet among its elected attributes and117

labels the data-packet accordingly, to be forwarded along the118

corresponding optimal path through label-switching.119

The routing state maintained by a partial-order vectoring120

protocol on a network is proportional to the sizes of the121

sets of dominant attributes from sources to destinations. The122

practical value of such a protocol depends on these sets being123

small. We computed the sizes of sets of dominant attributes on124

the Rocketfuel topologies [16], annotated with metrics related125

to bandwidth and delay, and on CAIDA topologies [17],126

annotated with the type of relationship between neighbor127

ASes. For the Rocketfuel topologies, we found that the average128

number of dominant attributes from source to destination is129

below three even for a network with worldwide coverage,130

hundreds of nodes, and more than a thousand links. For the131

CAIDA topologies, no more than three dominant attributes132

ever connect a source to a destination with more than 90% of133

source-destination pairs being connected by a single dominant134

attribute.135

Another important consideration is the speed with which136

a partial-order vectoring protocol terminates in a stable state137

following a network event, such as the announcement of a138

new destination or the failure of a link. We ran simulations of139

vectoring protocols on the Rocketfuel topologies. We found140

that the termination time of a partial-order vectoring protocol141

is only marginally worse than that of a standard vectoring142

protocol when both protocols operate under isotonicity and143

that it is sometimes better than that of a standard vectoring144

protocol when the latter does not operate under isotonicty.145

A. Roadmap 146

The work herein reported developed from a previous con- 147

ference paper [18]. The present paper: (1) relies on weaker 148

hypothesis for routing algebras, requiring neither associativity 149

nor commutativity of the extension operation; (2) applies 150

the concepts developed to inter-AS routing; and (3) offers 151

an evaluation of the stable state of a partial-order vectoring 152

protocol on CAIDA topologies. On the other hand, only one 153

type of partial-order vectoring protocols is discussed and the 154

proofs of termination and dominance, which are similar to 155

those presented in [18], are omitted. 156

Optimal path routing for a single optimality criterion and 157

for multiple optimality criteria is first illustrated in Section II 158

and Section III, in a context solely comprised of performance 159

metrics and in a context involving inter-AS policy decisions, 160

respectively. Section IV develops the general theory of optimal 161

path routing, introducing the concepts of isotonic reduction of 162

an order and intersection of multiple orders. Section V designs 163

a canonical partial-order vectoring protocol that operates on 164

partial orders. Section VI and Section VII present an evalua- 165

tion of optimal path routing for a single optimality criterion 166

and for multiple optimality criteria on the Rocketfuel topolo- 167

gies and on the CAIDA topologies, respectively. Section VIII 168

reviews related work and Section IX concludes the paper. The 169

appendices contain proofs of two propositions. 170

II. ROUTING ON WIDTHS AND LENGTHS 171

We illustrate how vectoring protocols based on partial 172

orders allow optimal path routing for a variety of optimality 173

criteria. In the forthcoming examples, every link and path in a 174

network is characterized by a pair width-length belonging to 175

the Cartesian product of the set of positive or infinite widths 176

with the set of nonnegative lengths. Width represents a metric, 177

such as capacity or available bandwidth, that extends along a 178

path with the minimum operator, whereas length represents a 179

metric, such as delay or number of data-packets in queue, that 180

extends along a path with addition. Therefore, the extension of 181

width-length (w, l) with width-length (w′, l′) is width-length 182

(min{w, w′}, l + l′). 183

A shortest-widest path is a path of minimum length among 184

those of maximum width from a source to a destination in 185

a network [19].1 Shortest-widest paths are selected accord- 186

ing to the shortest-widest order (lexicographic order), which 187

establishes that width-length (w, l) is preferred to width-length 188

(w′, l′) if its width is greater, w > w′, or the widths are equal 189

but its length is smaller, w = w′ and l < l′. 190

In the network of Figure 1, each link is annotated with 191

a pair width-length and all nodes want to route data-packets 192

to destination x along shortest-widest paths. By inspection, 193

we readily conclude that the shortest-widest path from v to 194

x is vwx, with width-length (20, 5) = (min{20, 20}, 4 + 1), 195

and that the shortest-widest path from u to x is uvx, with 196

width-length (10, 5) = (min{10, 10}, 3 + 2). 197

1The mnemonic for shortest-widest path is “shortest of the widest paths.”
The naming of instances of optimal paths will follow this model throughout
the paper.
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Fig. 1. Stable state of a standard vectoring protocol operating according to
the shortest-widest order for destination x. Links are annotated with width-
lengths. Elected width-lengths are in bold.

Consider a standard vectoring protocol that operates on the198

shortest-widest order, with each node electing and advertising199

to its in-neighbors the most preferred width-length learned200

from its out-neighbors. The stable state of such a protocol201

is shown in the figure. Destination x elects (+∞, 0) and w202

elects (20, 1). Node v learns (10, 2) from x and (20, 5) from203

w, which is the extension of (20, 4) of link vw with (20, 1)204

of the elected width-length at w. It elects (20, 5), learned205

from w, instead of (10, 2), learned from x, on account of206

its greater width. Node u learns (5, 2) from w, which is the207

extension of (5, 1) with (20, 1), and (10, 8) from v, which is208

the extension of (10, 3) with (20, 5). It elects (10, 8), learned209

from v, because of its greater width.210

Node u forwards data-packets to v, which forwards them to211

w, which delivers them to x. Thus, data-packets with source212

at u and destination at x travel along uvwx, which is not213

the shortest-widest path from u to x. The standard vectoring214

protocol fails to route data-packets along shortest-widest paths;215

it fails because the extension operation on width-lengths is216

not isotone for the shortest-widest order. Concretely, (20, 5)217

is preferred to (10, 2), but (10, 8), which is the extension of218

(10, 3) with (20, 5), is less preferred than (10, 5), which the219

extension of (10, 3) with (10, 2).220

Note that node u would be able to compute width-length221

(10, 5) of the shortest-widest path to x if v refrained from222

making a decision of which of the two width-lengths (10, 2)223

and (20, 5) is preferred, rather advertising them both to u.224

In order to pursue this line of inquiry rigorously, consider225

the product order on width-lengths [14], which is such that226

width-length (w, l) is preferred to width-length (w′, l′) if it is227

different from (w′, l′) and both its width equals or is greater,228

w ≥ w′, and its length equals or is smaller, l ≤ l′, than those of229

(w′, l′). The product order is a partial order. Two width-lengths230

such that one has greater width but the other has smaller length231

are incomparable, neither of them being preferred to the other.232

Figure 2 shows the width-length plane where the set of width-233

lengths that are preferred to (w, l) is shaded in blue and the set234

of width-lengths that are less preferred than (w, l) is shaded235

in green. Width-lengths (w, l) and (w′, l′) are incomparable236

in the product order on width-lengths, yet (w, l) is preferred237

to (w′, l′) in the shortest-widest order owing to its greater238

width. The extension on width-lengths is clearly isotone for239

the product order on them.240

Fig. 2. Product order on width-lengths. The blue area consists of width-
lengths that are preferred than (w, l) and the green area of those that are less
preferred than (w, l). Width-lengths (w, l) and (w′, l′) are incomparable on
the product order, but (w, l) is preferred to (w′, l′) on the shortest-widest
order.

Fig. 3. Stable state of a partial order vectoring protocol operating according to
the product order for destination x. Labels guide data-packets along shortest-
widest paths or widest-shortest paths as decided by the source.

A width-length in a set of width-lengths is dominant if no 241

width-length in the set is preferred to it.2 A dominant path 242

from a source to a destination in a network is one whose 243

width-length is dominant among the width-lengths of all paths 244

from source to destination. Figure 3 shows the same network 245

as Figure 1. The dominant paths from v to x are vx and 246

vwx. Their width-lengths, (10, 2) and (20, 5), respectively, 247

are incomparable. The dominant paths from u to x are uvx 248

and uwx, width-lengths (10, 5) and (5, 2), respectively. Path 249

uvwx, the only remaining path from u to x, has width-length 250

(10, 8), which is less preferred than width-length (10, 5) of 251

path uvx. 252

Consider now a partial-order vectoring protocol that oper- 253

ates on the product order on width-lengths, with each node 254

electing and advertising to its in-neighbors the set of dominant 255

width-lengths learned from its out-neighbors. The stable state 256

of such a protocol is shown in Figure 3. Node x elects (+∞, 0) 257

and w elects (20, 1) as before. Node v learns (10, 2) from x 258

and (20, 5) from w. Since these width-lengths are incompa- 259

rable, both are elected. Node v differentiates the two width- 260

lengths by assigning them distinct labels [15]. It arbitrarily 261

2In the terminology of order theory, a dominant width-length is a minimal
width-length.
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assigns label 2 to (10, 2) and label 4 to (20, 5). These labels262

are advertised alongside the associated width-lengths to in-263

neighbor u in order to enable expedition of data-packets via264

label-switching.265

Therefore, u learns from v both (10, 5) with label 2 and266

(10, 8) with label 4. Both become candidate width-lengths267

to reach x via v. From w, u also learns (5, 2) with label 2.268

The dominant width-lengths of the set {(10, 5), (10, 8), (5, 2)}269

of candidate width-lengths at u are (10, 5) and (5, 2), since270

these two width-lengths are incomparable, while (10, 8) is271

less preferred than (10, 5). Node u elects (10, 5) and (5, 2),272

assigning label 3 to the former and label 1 to the latter.273

In Figure 3, an entry at a node of the form274

(width , length) , label : next .hop , next .label275

reads as follows:276

• data-packets generated at the node that need to travel277

along a path with width-length (width , length) are for-278

warded to out-neighbor next .hop with label next .label ;279

• data-packets arriving at the node from an in-neighbor car-280

rying label label are forwarded to out-neighbor next .hop281

with the label modified to next .label .282

With the partial-order vectoring protocol, u is capable283

of routing data-packets on the shortest-widest path to x.284

Node u recognizes (10, 5) as the most preferred width-length285

according to the shortest-widest order among its elected width-286

lengths. It tags data-packets with label 2 and forwards them to287

v. At v, incoming label 2 matches the entry pointing to out-288

neighbor x and outgoing label 1. Consequently, v replaces289

label 2 with label 1 and forwards the data-packets to x.290

A widest-shortest path is a path of maximum width among291

those of minimum length from source to destination in a292

network [19]. Widest-shortest paths are selected according293

to the widest-shortest order (colexicographic order), which294

establishes that width-length (w, l) is preferred to width-length295

(w′, l′) if its length is smaller, l < l′, or the lengths are equal296

and its width is greater, l = l′ and w > w′.297

The partial-order vectoring protocol allows for routing a298

flow of data-packets on a shortest-widest path or on a widest-299

shortest path as is more appropriate for that specific flow.300

Going back to Figure 3, suppose that u now wants to send301

data-packets to x along a widest-shortest path. Node u recog-302

nizes (5, 2) as the most preferred width-length according to the303

widest-shortest order among its elected width-lengths. Reading304

from the entry corresponding to (5, 2), u tags data-packets305

with label 2 and forwards them to w, which replaces label306

2 with label 1 for delivery to x.307

In summary, in this section, we: (1) presented an instance of308

optimal paths that a standard vectoring protocol does not route309

on and ascribed this shortcoming to the lack of isotonicity;310

(2) solved the problem of routing on optimal paths with a311

new kind of vectoring protocol that operates according to a312

partial order that is included in the original total order defining313

optimality and satisfies isotonicity; (3) and explored the new314

kind of vectoring protocol to route concurrently on the optimal315

paths determined by different optimality criteria. This overall316

approach is asserted with generality and rigor in Section IV317

and Section V. But before, in the next section, we discuss its 318

significance to the inter-AS routing context. 319

III. INTER-AS ROUTING 320

Inter-AS routing is mostly decided by the combination 321

of policy choices taken by ASes. Since these choices are 322

ultimately implemented in BGP in terms of ranking of paths 323

and of rules for their importation and exportation, they can 324

be modeled by a routing algebra with its inherent notion of 325

optimality. We illustrate how partial-order vectoring protocols 326

overcome the limitations of BGP in achieving optimal goals 327

for inter-AS routing and how they open up the range of policy 328

choices available to the ASes. 329

The baseline model for inter-AS routing posits that two 330

neighbor ASes establish either a customer-provider or a peer- 331

peer relationship. A customer AS pays a provider AS to transit 332

its traffic to and from the rest of the internet, while two peer 333

ASes transit each other’s and their customer’s traffic without 334

mutual compensations [20], [21]. An AS-path is valid if, 335

and only if, every intermediate AS is paid to transit traffic, 336

implying that for each such AS at least one of its two neighbors 337

along the path is a customer of the AS. Consequently, valid 338

AS-paths are composed of a sequence of customer-to-provider 339

links (possibly empty) followed by a maximum of one peer-to- 340

peer link followed by a sequence of provider-to-customer links 341

(possibly empty) [22]. Data-packets are forwarded exclusively 342

on valid AS-paths. 343

The type of a valid AS-path is customer, peer, or provider, 344

respectively, if its first link is a provider-to-customer link, 345

a peer-to-peer link, or a customer-to-provider link. Type cus- 346

tomer is preferred to type peer, which is preferred to type 347

provider [3].3 Types customer, peer, and provider are denoted 348

by the letters C, R, and P, respectively. Every valid AS-path 349

in an internet is characterized by a pair type-length belonging 350

to the Cartesian product of the set of types with the set of 351

nonnegative lengths, where length represents the number of 352

links (hops) in the AS-path. The extension of type-length 353

(α, 1), corresponding to link uv, with type-length (α′, n′), 354

corresponding to valid AS-path P starting at node v, yields 355

type-length (α, n′ + 1) if, and only if, α = P or α′ = C, 356

corresponding to valid AS-path uvP : the equality α = P 357

means that u is a customer of v, while the equality α′ = C 358

means that the second AS along P is a customer of v. 359

A shortest-best-type path is a valid AS-path of minimum 360

length among those of most preferred type from a source to a 361

destination in an internet. Shortest-best-type paths are selected 362

according to the shortest-best-type order (lexicographic order), 363

which establishes that type-length (α, n) is preferred to type- 364

length (α′, n′) if its type α is preferred to type α′, or the types 365

are the same but its length is smaller, α = α′ and n < n′. 366

Current inter-AS routing has BGP compute paths according 367

to the shortest-best-type order, but fails to route on shortest- 368

best-type paths, in general. This failure is illustrated with 369

the internet of Figure 4. A solid arrow joins a customer and 370

3For simplicity of presentation, but without loss of generality, we assume
that type peer is preferred to type provider although this relative preference
is not necessary [3].
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Fig. 4. Stable state of BGP for destination AS x. Links and paths are
annotated with their type. Elected type-lengths are in bold.

a provider, with the provider drawn above the customer, and a371

dashed arrow joins two peers. The arrows point in the direction372

of the flow of data-packets toward destination AS x. AS w is a373

peer of AS y. AS x is a peer of AS w and there is a customer374

path from AS w to AS x through AS u1 and AS u2. AS w is375

a provider of AS v and there is a provider path from AS v to376

AS x through AS u3 and AS u4. All paths from AS v to AS x377

are provider paths: vwx with length 2; vu3u4, with length 3;378

and vwu1u2 with length 4. The shortest-best-type path from379

AS v to AS x is vwx.380

AS w elects type-length (C, 3), corresponding to customer381

path wu1u2x, to the detriment of type-length (R, 1), cor-382

responding to the direct peer path wx, because type C is383

preferred to type R. Consequently, AS v learns (P, 4) from384

AS w, which is the extension of (P, 1) of link vw with (C, 3)385

elected at AS w. It also learns (P, 3) from AS u3. It elects386

the latter type-length, since it has the same type but smaller387

length than that of (P, 4). Hence, data-packets from AS v to388

AS x travel along provider path vu3u4x, which is not the389

shortest-best-type path from AS v to AS x. As in the case of390

shortest-widest paths discussed in the previous section, non-391

optimality is imputed to the failure of isotonicity. Specifically,392

(C, 3) is preferred to (R, 1), but (P, 4), which is the extension393

of (P, 1) with (C, 3), is less preferred than (P, 2), which is the394

extension of (P, 1) with (R, 1). In turn, (P, 4) is less preferred395

than (P, 3), so that AS v forwards data-packets to AS u3, rather396

than to AS w, on their way to AS x.397

Consider now the product order on type-lengths, which is398

such that type-length (α, n) is preferred to type-length (α′, n′)399

if it is different from (α′, n′) and both its type equals or400

is preferred to that of (α′, n′) and its length equals or is401

smaller than that of (α′, n′). The extension on type-lengths402

is isotone for the product order on them. Figure 5 shows the403

same internet as Figure 4. There are two dominant paths from404

AS w to AS x according to the product order on type-lengths:405

wu1u2x and wx. Their type-lengths, respectively, (C, 3) and406

(R, 1) are incomparable. With a partial-order vectoring proto-407

col, AS w elects both (C, 3) and (R, 1). AS v learns from408

AS w both (P, 4) and (P, 2), rather than just (P, 4), as in409

the case of BGP. In addition, AS v learns (P, 3) from AS410

u3 as before. All three type-lengths are candidates to reach411

Fig. 5. Stable state of a partial-order vectoring protocol operating according
to the product order on type-lengths for destination x. The nature of the
relationship between neighbor ASes determines data-packet forwarding.

AS x with common type P. The elected type-length is (P, 2) 412

corresponding to shortest-best-type path vwx. 413

For the case of the product order on type-lengths, the 414

nature of the relationship between neighbor ASes suffices 415

to guide data-packets along dominant paths, dispensing with 416

labels [23]. Data-packets arriving through provider links (from 417

customers) match the elected type-length of smaller length, 418

while data-packets arriving through customer and peer links 419

(from providers and peers) match the elected type-length of 420

type customer. In the figure, the two type-lengths elected at 421

AS w are discriminated by the types of incoming links using 422

them. Data-packets arriving at AS w from AS v match type- 423

length (R, 1) and are forwarded directly to AS x, whereas 424

those arriving from AS y are forwarded along customer path 425

wu1u2x to AS x. 426

The partial-order vectoring protocol operating according 427

to the product order on type-lengths provides embedded 428

incentives for uncoordinated adoption by ASes, which is of 429

paramount relevance in a decentralized internet. Stub ASes, 430

which are those without customers and constitute the majority 431

of the ASes of the Internet, can keep using BGP, electing a 432

single type-length per destination. Internet Service Providers 433

(ISPs), which are those ASes with customers, can individ- 434

ually deploy a partial-order vectoring protocol to their own 435

advantage. By offering a shorter valid AS-path option to their 436

customers, ISPs profit from transiting their traffic to a wider 437

set of destinations. In the internet of Figure 5, the adoption 438

of the partial-order vectoring protocol at AS w causes AS v 439

to transit its traffic to destination AS x through AS w rather 440

than through AS u3. 441

A best-type-shortest path is a valid AS-path of minimum 442

length with ties broken by type. These paths are selected 443

according to the best-type-shortest order (colexicographic 444

order), which establishes that type-length (α, n) is preferred 445

to type-length (α′, n′) if it has smaller length, n < n′, or it 446

has the same length and a preferred type, n = n′ and α is 447

preferred to α′. Since all paths from AS v to AS x in the 448

internet of Figure 5 are provider paths, the best-type-shortest 449
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and the shortest-best-type paths from AS v to AS x coincide in450

path vwx. Such coincidence in types does not occur between451

the two paths from AS w to AS x. The best-type-shortest path452

from AS w to AS x is peer path wx with unit length, whereas453

the shortest-best-type path from AS w to AS x is customer454

path wu1u2x with length 3. Routing its own traffic on the455

latter path, AS w is paid by AS u1. However, the business of456

ASes is to profit from transit traffic, not from traffic originated457

locally. AS w may be better off routing the traffic originated458

locally on the peer link to AS x.459

IV. FROM OPTIMALITY TO DOMINANCE460

We transform the problem of routing on optimal paths461

into that of routing on dominant paths. Section IV-A reviews462

routing algebras with an emphasis on isotonicity. Section IV-B463

introduces the possibility of reducing an optimality criterion464

that does not satisfy isotonicity to a dominance criterion that465

satisfies it. Section IV-C consolidates a collection of optimality466

criteria into a single dominance criterion that respects all467

criteria of the collection. Section IV-D introduces an algebraic468

property that guarantees the termination of the partial-order469

vectoring protocol that we design in Section V.470

A. Routing Algebras and Optimality471

The definition of optimal path and the computation of opti-472

mal paths can be formalized with a routing algebra (S,⊕,�)473

consisting of a set S of attributes, a binary extension operation474

⊕ on attributes, and a total order � on attributes [4], [5],475

[7]–[9]. Attributes represent arbitrary performance metrics476

and/or policy choices in context. Every link and path in a477

network is associated with an attribute. The binary extension478

operation ⊕ allows computation of the attribute of a path479

from the attributes of its constituent links. Contrary to our480

previous work [18], we do not assume that the binary extension481

operation is either associative or commutative. The reason is482

twofold. On the one hand, associativity and commutativity483

of the extension operation are never invoked or implied484

in the computations performed by the vectoring protocols485

considered. On the other hand, forsaking associativity and486

commutativity encompasses more optimal path problems. For487

instance, the extension operation on type-lengths defined in488

Section III is neither associative nor commutative.489

As a convention, in the absence of parenthesis, extension490

operations are performed from right to left in a sequence of491

such operations. Thus, for example, a ⊕ b ⊕ c is meant to492

represent a⊕ (b ⊕ c).4 Without loss of generality, we assume493

there is a neutral attribute ε, which is a right-identity for ⊕:494

a ⊕ ε = a for all a ∈ S.495

The attribute of link uv is denoted by a[uv]. The attribute of496

path P = u0u1 · · ·un−1un is denoted by a[P ] and computed497

from498

a[P ] = a[u0u1] ⊕ · · · ⊕ a[un−2un−1] ⊕ a[un−1un].499

4The reason for this convention is that the sequence of link attributes of a
path is written in the direction of the flow of data-packets, from source to
destination, while a vectoring protocol performs extensions operations in the
opposite direction, from destination to source.

The attribute of a trivial path, consisting of a single node, is ε. 500

The total order � establishes a relative preference among 501

attributes. It is a binary relation on attributes that satisfies 502

antisymmetry, transitivity, and connexity. Connexity means 503

that a � b or b � a for all a, b ∈ S. We write a ≺ b for 504

a � b and a 	= b, and say that a is preferred to b and that b 505

is less preferred than a. We assume there is a null attribute 506

• that is the least preferred of all attributes and represents the 507

absence of a valid path. 508

The optimal attribute of a set of attributes is the most 509

preferred attribute of the set. The optimal attribute from a 510

source to a destination in a network is the optimal attribute 511

of the set of all attributes of paths from source to destination 512

and an optimal path is a path with such an attribute. 513

Definition 1: Binary extension operation ⊕ is left-isotone 514

for total order � if 515

a � b implies c ⊕ a � c ⊕ b for all a, b, c ∈ S; 516

it is right-isotone for total order � if 517

a � b implies a ⊕ c � b ⊕ c for all a, b, c ∈ S. 518

Binary extension operation ⊕ is isotone for total order � if it 519

is both left- and right-isotone for �. 520

Left-isotonicity implies that given any two paths either 521

the relative preference between their attributes is preserved 522

when they are prefixed by an arbitrary common link or their 523

attributes become equal when they are prefixed by the com- 524

mon link [4]–[6], [8]. This key algebraic property determines 525

optimality of standard vectoring protocols. If left-isotonicity 526

holds, then a standard vectoring protocol routes on optimal 527

paths; if it does not hold, then a standard vectoring protocol 528

does not route on optimal paths, in general [5], [6], [11], [24]. 529

Many optimality criteria of practical interest do not satisfy 530

left-isotonicity. The shortest-widest order on width-lengths, 531

Section II, and the shortest-best-type order and the best- 532

type-shortest order on type-lengths, Section III, are just three 533

examples where left-isotonicity does not hold. 534

We do not have a need for right-isotonicity in this paper, but 535

will use the term isotonicity instead of left-isotonicity when 536

the extension operation is both left- and right-isotone for the 537

total order. 538

B. Partial Orders and Isotonic Reductions 539

A partial order � on attributes is an antisymmetric, tran- 540

sitive, and reflexive binary relation on attributes. Reflexivity 541

means that a � a for all a ∈ S. Connexity implies reflexivity, 542

so that a total order is a particular case of a partial order. 543

If a � b or b � a, then a and b are comparable; otherwise 544

they are incomparable. We still write a ≺ b for a � b and 545

a 	= b, and say that a is preferred to b and that b is less 546

preferred than a. A dominant attribute of a set of attributes 547

is defined such that no other attribute of the set is preferred 548

to it. A dominant attribute from a source to a destination in 549

a network is a dominant attribute of the set of all attributes 550

of paths from source to destination and a dominant path is a 551

path with such an attribute. The definitions of left-isotonicity 552
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and isotonicity given in the previous section apply to partial553

orders as well as to total orders.554

Definition 2: A left-isotonic reduction of a total order �555

on attributes is a partial order contained in � for which ⊕ is556

left-isotone [13].557

Left-isotonic reductions trade connexity for isotonicity. Let558

�R be a left-isotonic reduction of total order �. Let a(s, t)559

be the optimal attribute from s to t in a network according560

to �, and AR(s, t) be the set of dominant attributes from s to561

t in the same network according to �R. Since a �R b implies562

a � b, the optimal attribute from s to t belongs to the set563

of dominant attributes from s to t, a(s, t) ∈ AR(s, t). Thus,564

an idea to obtain optimal attributes is to leverage the left-565

isotonicity of a left-isotonic reduction to compute dominant566

attributes with an effective routing protocol (Section V) and567

then find the optimal attributes among the computed dominant568

attributes.569

The more attributes that are comparable within a partial570

order, the smaller the sets of dominant attributes and the571

more efficient the routing protocols. Hence, we aspire to left-572

isotonic reductions which are as large as possible.573

Theorem 1: For every total order on attributes �, the binary574

relation on attributes �R∗
defined by a �R∗

b if575

xn ⊕ · · · ⊕ x1 ⊕ a � xn ⊕ · · · ⊕ x1 ⊕ b,576

for every nonnegative n and every set of attributes x1, . . . , xn,577

is the largest left-isotonic reduction of �.578

Proof: Binary relation �R∗
is a partial order. (1) Reflex-579

ivity: a �R∗
a, because xn⊕· · ·⊕x1⊕a � xn⊕· · ·⊕x1⊕a,580

for every nonnegative n and every set of attributes x1, . . . , xn.581

(2) Antisymmetry: a �R∗
b and b �R∗

a imply a = b, because582

a �R∗
b implies a � b, b �R∗

a likewise implies b � a,583

and a � b together with b � a imply a = b. (3) Transitivity:584

a �R∗
b and b �R∗

c imply a �R∗
c, because xn⊕· · ·⊕x1⊕585

a � xn ⊕· · ·⊕x1 ⊕ b and xn ⊕· · ·x1 ⊕ b � xn ⊕· · ·⊕x1⊕ c586

together imply xn ⊕ · · · ⊕ x1 ⊕ a � xn ⊕ · · · ⊕ x1 ⊕ c, for587

every nonnegative n and every set of attributes x1, . . . , xn,588

which implies a �R∗
c.589

Binary extension operation ⊕ is left-isotone for �R∗
. The590

inequality a �R∗
b implies yn⊕· · ·⊕y1⊕(c⊕a) � yn⊕· · ·⊕591

y1 ⊕ (c ⊕ b), for every attribute c, every nonnegative n, and592

every set of attributes y1, . . . , yn, which implies c⊕a �R∗
c⊕b593

for all c ∈ S.594

Partial order �R∗
is the largest left-isotonic reduction of �595

on attributes. In order to arrive at a contradiction, suppose that596

there is a partial order �R contained in �, but not contained597

in �R∗
. Therefore, there are attributes a′ and b′ such that598

a′ �R b′, while it is not the case that a′ �R∗
b′. Since it599

is not the case that a′ �R∗
b′, there is a set of attributes600

x1, . . . , xn for some nonnegative n for which it is not the case601

that xn⊕· · ·⊕x1⊕a′ � xn⊕· · ·⊕x1⊕b′. On the other hand,602

because ⊕ is left-isotone for �R, we have xn ⊕ · · · ⊕ x1 ⊕603

a′ �R xn ⊕ · · ·⊕ x1 ⊕ b′, which implies xn ⊕ · · ·⊕ x1 ⊕ a′ �604

xn ⊕ · · ·x1 ⊕ b′: a contradiction was arrived at.605

The characterization of largest left-isotonic reduction606

becomes simpler if the extension operation ⊕ is associative.607

Theorem 2: Suppose that the extension operation ⊕ is608

associative. Then, the largest left-isotonic reduction �R∗
of609

total order � is such that a �R∗
b if, and only if, a � b and 610

x ⊕ a � x ⊕ b for every attribute x. 611

Proof: Assume that a � b and x ⊕ a � x ⊕ b for 612

every attribute x. Let x1, . . . , xn be an arbitrary sequence of 613

n attributes, with n positive. Since ⊕ is associative, we write 614

(xn⊕· · ·⊕x1)⊕a = xn⊕· · ·⊕x1⊕a and (xn⊕· · ·⊕x1)⊕b = 615

xn ⊕ · · · ⊕ x1 ⊕ b. Thus, 616

(xn ⊕ · · · ⊕ x1) ⊕ a � (xn ⊕ · · · ⊕ x1) ⊕ b, 617

is equivalent to 618

xn ⊕ · · · ⊕ x1 ⊕ a � xn ⊕ · · · ⊕ x1 ⊕ b, 619

which, by Theorem 1, implies a �R∗
b. 620

Conversely, assume that a �R∗
b. By Theorem 1, we have 621

a � b (n = 0) and x1 ⊕ a � x1 ⊕ b for every attribute x1 622

(n = 1). 623

Examples of left-isotonic reductions. The largest left- 624

isotonic reduction of the shortest-widest order is the product 625

order on width-lengths, Section II. The largest left-isotonic 626

of the shortest-best-type order is the product order on type- 627

lengths, Section III. The proofs of these facts are easy and are 628

omitted. 629

We now study a class of optimality criteria on width-lengths 630

for which the largest left-isotonic reduction is strictly larger 631

than the product order on width-lengths. The time required 632

to convey a file of size K along a path with capacity w 633

and propagation delay l is K/w + l. A K-quickest path is 634

a path that minimizes the time required to convey a file of 635

size K , with ties broken by the largest capacity. K-quickest 636

paths are selected according to the K-quickest order, denoted 637

by �K , which establishes that (w, l) is preferred to (w′, l′) if 638

either K/w + l < K/w′ + l′, or K/w + l = K/w′ + l′ and 639

w > w′. Incidentally, the operation of EIGRP [10] is based on 640

a K-quickest order. 641

The binary extension operation on width-lengths is commu- 642

tative. Thus, we talk of isotonicity instead of left-isotonicity. 643

Except for K = 0, the K-quickest order does not satisfy iso- 644

tonicity. Its largest isotonic reduction is given in the following 645

proposition. 646

Proposition 1: The largest isotonic reduction of the 647

K-quickest order �K is such that width-length (w, l) equals or 648

is preferred to width-length (w′, l′) if, and only if, (w, l) �K 649

(w′, l′) and l ≤ l′. 650

The proof of Proposition 1 is presented in Appendix A. 651

Figure 6 depicts the largest isotonic reduction of the 652

K-quickest-order in the width-length plane for some 653

value of K . Width-lengths (w, l) and (w′, l′) dotted in the 654

figure are incomparable because (w, l) �K (w′, l′), but the 655

extension of width-length (w′, 1) with each of them yields 656

(w′, l + 1) and (w′, l′ + 1), respectively, and it is not the case 657

that (w′, l + 1) �K (w′, l′ + 1). (Note that (w′, l + 1) �K 658

(w′, l′ + 1) is equivalent to l ≤ l′.) Comparing Figure 6 659

with Figure 2, we readily see that more pairs width-length are 660

comparable in the largest isotonic reduction of the K-quickest 661

order than in the product order on width-lengths. 662

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 



8 IEEE/ACM TRANSACTIONS ON NETWORKING

Fig. 6. Largest isotonic reduction of the K-quickest order for some value
of K . The blue area consists of width-lengths that are preferred to (w, l)
and the green area of those that are less preferred than (w, l). Width-lengths
(w, l) and (w′, l′) are incomparable, although (w, l) �K (w′, l′) (compare
with Figure 2).

C. Intersection of Multiple Orders663

Different total orders on a common set of attributes S with664

a common extension operation ⊕ imply distinct optimality665

criteria. Let O be a collection of total orders on S.666

Definition 3: The intersection of total orders �i, i ∈ O,667

is the binary relation �O such that a �O b if a �i b for all668

i ∈ O and all a, b ∈ S.669

The binary relation �O is a partial order which is contained670

in each of the total orders of the collection. Two attributes are671

comparable in �O if, and only if, one of them is preferred672

to the other for every optimality criteria i. Let ai(s, t) be the673

optimal attribute from s to t in a network according to �i674

and AO(s, t) be the set of dominant attributes from s to t675

according to �O. Since a �O b implies a �i b, we have that676

ai(s, t) ∈ AO(s, t) for all i ∈ O.677

The concept of largest left-isotonic reduction applies to678

partial orders as well as to total orders and it is easily shown679

that the largest left-isotonic reduction of the intersection of680

partial orders equals the intersection of their left-isotonic681

reductions. When ⊕ is not left-isotone for �O, we take its682

largest left-isotonic reduction. Therefore, the problem of com-683

puting optimal attributes for a collection of optimality criteria684

is transformed into the problem of computing sets of dominant685

attributes according to the largest left-isotonic reduction of686

the intersection of all criteria. The optimal attributes of each687

criteria can be found among the dominant attributes.688

Examples of intersections. The intersection of the shortest-689

widest order and the widest-shortest order is the product order690

on width-lengths, Section II, while the intersection of the691

shortest-best-type order and the best-type-shortest order is the692

product order on type-lengths, Section III.693

The next proposition shows that the intersection of the694

k-quickest orders on width-lengths for all nonnegative k695

smaller than or equal to K coincides with the largest isotonic696

reduction of the K-quickest order.697

Proposition 2: The intersection of the k-quickest orders �k698

for all k between 0 and K is such that (w, l) equals or is699

preferred to width-length (w′, l′) if, and only if, (w, l) �K700

(w′, l′) and l ≤ l′.701

The proof of Proposition 2 is presented in Appendix B. The 702

intersection of the k-quickest orders on width-lengths for all 703

nonnegative k is the product order on width-lengths. 704

D. Strictly Inflationary Circuits 705

Left-isotonicity guarantees that vectoring protocols com- 706

pute optimal or dominant attributes, as the case may be, 707

under the assumption that these protocols terminate in a state 708

devoid of loops. It does not, however, validate this latter 709

assumption. We introduce an algebraic property concerning 710

network circuits that together with left-isotonicity guarantees 711

protocol termination in a state devoid of loops and, thus, 712

in a state where optimal or dominant attributes are computed 713

by the protocol. But first it is convenient to introduce some 714

terminology to cope with the possible non-associativity of the 715

extension operation ⊕. Given a path P , we denote by â[P ]⊕ 716

the function that takes an attribute for argument and gives as 717

result the attribute obtained from a succession of extensions 718

operations with the attributes of the links of P , from right to 719

left, starting with the attribute taken as argument. For instance, 720

if P = uvw, then â[P ] ⊕ b = a[uv] ⊕ (a[vw] ⊕ b) for every 721

attribute b, which we previously agreed to denote simply by 722

a[uv] ⊕ a[vw] ⊕ b. If the extension operation is associative, 723

then â[P ] ⊕ b = a[P ] ⊕ b. 724

Definition 4: A circuit C is strictly left-inflationary if 725

b ≺ â[C] ⊕ b for all b ∈ S − {•}. 726

Strict left-inflation of a circuit means that an arbitrary non- 727

null attribute is preferred to its extension around the circuit. 728

An immediate consequence of strict left-inflation is embodied 729

in the next theorem. 730

Theorem 3: If left-isotonicity holds and all circuits in a 731

network are strictly left-inflationary, then every dominant 732

attribute from a source to a destination in the network is the 733

attribute of a simple path. 734

Proof: We start by showing that the attribute of any 735

path containing a circuit either equals or is less preferred 736

than the attribute of the path obtained through removal of the 737

circuit. Let PCQ be a path from a source s to a destination 738

t that contains circuit C. Because of strict left-inflation of C, 739

we write 740

a[Q] ≺ â[C] ⊕ a[Q] = a[CQ], 741

and because of left-isotonicity, we obtain 742

a[PQ] = â[P ] ⊕ a[Q] � â[P ] ⊕ a[CQ] = a[PCQ], 743

showing that the attribute of path PCQ either equals or is less 744

preferred than the attribute of path PQ. 745

Inductively applying the argument above over the circuits 746

contained in a path from s to t, we conclude that the attribute 747

of every non-simple path from s to t equals or is less preferred 748

than the attribute of a simple path from s to t. 749

V. PARTIAL ORDER VECTORING PROTOCOL 750

A standard vectoring protocol, such Routing Information 751

Protocol (RIP) [25], EIGRP [10], or BGP [12], instantiates 752
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a separate routing computation per destination. The compu-753

tation is initiated with the destination advertising the neutral754

attribute ε to all its in-neighbors. Every node maintains can-755

didate attributes to reach the destination via each of its out-756

neighbors and elects the most preferred attribute among the757

candidates, forwarding data-packets aimed at the destination758

to the corresponding out-neighbors. Whenever a node receives759

an advertisement from an out-neighbor, it sets the candidate760

attribute learned from the out-neighbor to the extension of761

the attribute of the link to the out-neighbor with the adver-762

tised attribute. If, as a consequence, the elected attribute has763

changed, then it is advertised to all in-neighbors.764

A standard vectoring protocol can be generalized to work765

with a partial order on attributes. Let D�(A) denote the subset766

of dominant attributes of set A according to partial order �,767

D�(A) = {a ∈ A | there is no x ∈ A such that x ≺ a}.768

In the canonical partial-order vectoring protocol, destination769

t originates singleton {ε}, which it advertises to all its770

in-neighbors. Algorithm 1 presents the pseudo-code for when771

node u, u 	= t, receives a set B of attributes advertised by772

its out-neighbor v pertaining to destination t. Variable Cu[v, t]773

stores the set of candidate attributes to reach t via out-neighbor774

v and variable Eu[t] stores the set of elected attributes to775

reach t.776

Algorithm 1 Canonical Partial-Order Vectoring Protocol.
Node u Receives Set B of Attributes From Out-Neighbor v
to Reach t
1: Cu[v, t] := {a[uv]⊕ b | b ∈ B}
2: Eu[t] := D�({a | a ∈ Cu[v, t] with v an out-neighbor})
3: if Eu[t] has changed then
4: for all r an in-neighbor do
5: send Eu[t] to r

When u receives set B from v, it first computes the set777

of attributes learned from v, where each such attribute results778

from the extension of the attribute of the link to v with an779

attribute contained in B (line 1). Then, u finds its own new780

set of elected attributes as the subset of dominant attributes781

of the union of all sets of candidate attributes learned from782

each of its out-neighbors (line 2). If there is a change in the783

set of elected attributes, then u advertises this set to all its784

in-neighbors (lines 3–5).785

Each node assigns a unique label to each of its elected786

attributes that is advertised to in-neighbors alongside the787

attribute [15]. Therefore, for a given destination, each node788

maintains a table with entries of the form789

attribute , label : next .hop ,next .label .790

The table is used as follows:791

• data-packets generated at the node that need to travel792

along a path with attribute attribute, presumably an opti-793

mal path according to some optimality criterion, are for-794

warded to out-neighbor next .hop with label next .label ;795

• data-packets arriving at the node from an in-neighbor car-796

rying label label are forwarded to out-neighbor next .hop797

with the label modified to next .label .798

A node may install multiple entries with a common value of 799

attribute. This allows for routing data-packets along multiple 800

dominant paths with a common attribute, a possibility that in 801

standard vectoring protocols is known as ECMP (Equal Cost 802

Multi-Path). 803

Termination and dominance. A stable state is a state without 804

advertisements in transit in any of the links of the network. The 805

partial-order vectoring protocol terminates if, in the absence 806

of changes in the network, it reaches a stable state from 807

any initial state. As their standard counterparts, partial-order 808

vectoring protocols are prone to count-to-infinity if the set of 809

all possible paths attributes in the network is infinite [26]. 810

When this condition is not met in a specific routing context, 811

it can be enforced by including a hop-count field in attributes 812

and invalidating paths with hop-count in excess of some 813

prespecified maximum value, as in RIP; or by including a field 814

in attributes that records the path traversed by the sequence 815

of advertisements away from the destination and invalidating 816

looping advertisements, as in BGP. 817

Theorem 4: If left-isotonicity holds, all circuits in the net- 818

work are strictly left-inflationary, and the set of all path 819

attributes is finite, then the partial-order vectoring protocol 820

terminates. 821

We do not prove the theorem here due to space limitations 822

and because the structure and ingredients of the proof can 823

be found in the proof of the cognate theorem that we pre- 824

sented in [18]. However, we mention two differences between 825

Theorem 4 and the theorem from [18]. First, Theorem 4 is 826

premised on the algebra being left-isotone, whereas the theo- 827

rem from [18] is premised on the algebra being inflationary, 828

as defined in that paper. Second, the present theorem does 829

not assume associativity or commutativity of the extension 830

operation. This does not raise any concerns, since the proof 831

given in [18] does not rely on these two properties. 832

Theorem 5: If left-isotonicity holds and all circuits in the 833

network are strictly left-inflationary, then the partial-order 834

vectoring protocol elects dominant attributes in stable state. 835

The proof of the cognate theorem in [18] applies here as 836

well, since it is also not reliant on either associativity or 837

commutativity of the extension operation. 838

VI. EVALUATION OF ROUTING ON WIDTHS AND LENGTHS 839

Our evaluation of routing on widths and lengths intends to 840

answer two main questions. How large are the sets of dominant 841

width-lengths in realistic networks? How does the convergence 842

behavior of a partial-order vectoring protocol compare with 843

that of a standard vectoring protocol? These questions are 844

addressed in Sections VI-A and VI-B, respectively. 845

The test networks used for evaluation are based on the 846

largest biconnected components of the ISP topologies inferred 847

by the Rocketfuel project [16]. Every link in a topology 848

is annotated with both an Open Shortest Path First (OSPF) 849

weight and a propagation delay. A width was assigned to 850

each link that is equal to the inverse of its weight, since, 851

by default, OSPF weights are set as inverse capacities; a length 852

was assigned to each link that is equal to its propagation delay. 853

We present results for AS 1239, which is the largest of the 854
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Fig. 7. Percentage of source-destination pairs in AS 1239 for which
a standard vectoring protocol operating on the K-quickest order does not
compute k-quickest paths for some k, 0 ≤ k ≤ K .

Fig. 8. Average number of dominant width-lengths in AS 1239 for the LIR
of the K-quickest order, as a function of K , and for the product order on
width-lengths.

Rocketfuel topologies, having worldwide coverage with clus-855

ters of nodes in the US, Europe, and Southeast-Asia/Australia.856

AS 1239 has 284 nodes and 1882 links. Lengths range from857

1 to 64 and widths from 7 to 50.858

A. Sets of Dominant Width-Lengths859

Figure 7 plots the percentage of paths computed with a860

standard vectoring protocol operating on the K-quickest order861

(Section IV-B) which are not k-quickest paths for at least one862

value of k, 0 ≤ k ≤ K , over all source-destination pairs in863

the network. For instance, at K = 750 around 70% of the864

computed paths are not k-quickest paths for some k.865

In contrast to the standard vectoring protocol operating866

on the K-quickest order, the partial-order vectoring protocol867

operating on the Largest Isotonic Reduction (LIR) of the868

K-quickest order is able to produce k-quickest paths for all869

k, 0 ≤ k ≤ K , over all source-destination pairs.870

Figure 8 plots the average number of dominant width-871

lengths for the LIR of the K-quickest order as a function872

of K , over all source-destination pairs in the network. The873

asymptote belongs to the product order on width-lengths.874

Fig. 9. CCDF of the number of dominant width-lengths in AS 1239 for the
LIR of the 750-quickest order and for the product order on width-lengths.

As expected, the average number of dominant width-lengths 875

increases with K . For K greater than 1000, this number is 876

within 5% of the asymptotic value of 2.45. Figure 9 plots 877

the Complementary Cumulative Distribution Function (CCDF) 878

of the number of dominant width-lengths for the LIR of 879

the 750-quickest order and for the product order on width- 880

lengths. The percentages of source-destination pairs connected 881

by more than three dominant width-lengths are 17.8% and 882

21.2%, respectively, for the LIR of the 750-quickest order 883

and for the product order on width-lengths. For both orders, 884

no source-destination pair is connected by more than seven 885

width-lengths. 886

The number of dominant width-lengths from a source to 887

a destination in a given network is upper bounded by the 888

number of distinct widths among the links of the network. 889

AS 1239 exhibits 19 distinct widths. Figures 8 and 9 show that 890

the numbers of dominant width-lengths in AS 1239 are well 891

below the upper bound of 19, corroborating the practicality of 892

routing based on partial orders. 893

B. Termination Times 894

The termination time of a vectoring protocol is defined 895

as the duration of the interval of time elapsed from the 896

moment a network event occurs until the protocol reaches a 897

stable state, which is a state without advertisements in transit. 898

Two types of network events are considered: the network- 899

wide announcement of a destination and the failure of a link. 900

We built a simulator of vectoring protocols according to which 901

advertisements traverse every link first in, first out subject 902

to the propagation delay of the link plus a random delay 903

taken from a uniform distribution. The propagation delay of 904

a link equals its length in ms and the uniform distribution 905

ranges from 0 to 10 ms. As a measure against count-to-infinity, 906

advertisements that travel more than a prespecified maximum 907

number of hops are invalidated. We set that maximum number 908

to 20. For every network event, we ran 25 independent 909

trials. 910

Announcement of a destination. Figure 10a plots CCDFs of 911

termination times after an announcement in AS 1239 over all 912

possible destination nodes and all trials. Three protocols are 913
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Fig. 10. CCDFs of termination times in AS 1239 for the widest-shortest,
shortest-widest, and width-length product protocols. Averages of the distrib-
utions are given inside parenthesis.

considered: the widest-shortest (standard vectoring) protocol;914

the shortest-widest (standard vectoring) protocol; and the915

width-length product (partial-order vectoring) protocol.916

The curves for the widest-shortest protocol and for the917

width-length product protocol have similar behaviors, with918

average termination times of 184.7 ms and 212.3 ms, respec-919

tively. In the presence of isotonicity, attributes elected at each920

node to reach a destination can only be replaced by more921

preferred attributes during each trial. Therefore, the termina-922

tion time equals the time taken to propagate an advertisement923

all the way up an optimal or dominant path, as the case924

may be, plus the time to clear this advertisement from the925

network.926

Both the widest-shortest protocol and the width-length927

product protocol operate according to isotonic orders. The928

widest-shortest protocol computes, first and foremost, shortest929

paths, while the width-length product protocol computes sets930

of paths that include shortest and widest paths, as well as paths931

whose lengths are in-between those of shortest and widest932

paths. Since the time to convey an advertisement across a933

link equals its length plus a random delay, vectoring protocols934

take longer to compute widest paths than shortest paths,935

justifying the longer termination times of the width-length936

product protocol. At the same time, it should be emphasized937

that the width-length product protocol computes, on average, 938

2.45 width-length pairs from source to destination, whereas the 939

widest-shortest protocol computes just one. The 2.45 width- 940

length pairs are computed in parallel during execution of 941

the width-length product protocol leading to a modest 15% 942

increase in termination times in relation to the widest-shortest 943

protocol. 944

The shortest-widest protocol is the slowest to terminate 945

despite electing just one width-length pair from source to 946

destination. Its average termination time is 235.9 ms with 9.5% 947

of the announcements having termination times in excess of 948

300 ms. The corresponding values for the width-length product 949

protocol are 212.3 ms and 0.6%. 950

Isotonicity not only guarantees optimality and dominance 951

in stable state, but also promotes short termination times [27]. 952

In the absence of isotonicity, a node may elect an attribute 953

that later on has to be supplanted by a less preferred attribute. 954

Standard vectoring protocols continuously search for the most 955

preferred attribute among candidate attributes learned from 956

their neighbors. Trying to settle on less preferred attributes by 957

always electing the most preferred attributes among candidates 958

learned from neighbors may take many iterations and, hence, 959

lead to long termination times [28]. 960

The shortest-widest protocol does not operate according to 961

an isotonic order, which justifies its longer termination times 962

in comparison with the widest-shortest protocol and the width- 963

length product protocol. 964

Failure of a link. Figure 10b plots CCDFs of termination 965

times after the failure of a link in AS 1239 over all possible 966

links and all trials. The same vectoring protocols as in the 967

case of an announcement are considered. The average termina- 968

tion times for the widest-shortest, shortest-widest, and width- 969

length product protocols are 69.2 ms, 67.3 ms, and 99.3 ms, 970

respectively. Many link failures have only a local impact on 971

the stable state of the protocol, which explains the shorter 972

average termination times in comparison with the network- 973

wide announcement of a destination. For instance, 21.9% of 974

link failures have no effect at all on the stable state of the 975

shortest-widest protocol. This protocol computes widest paths. 976

The failure of any link of width smaller than those of the 977

widest paths goes by unnoticed by the protocol. 978

Despite shorter average termination times, the curves per- 979

taining to link failures have a wider variance than the curves 980

pertaining to an announcement. A few link failures lead to 981

long termination times in excess of 300 ms. When a link fails 982

in a network running a vectoring protocol, some nodes will 983

end up electing less preferred attributes than the ones they 984

elected before the failure. As stated previously, the transient 985

process culminating in those elections can be slow. 986

VII. EVALUATION OF INTER-AS ROUTING 987

Our evaluation of inter-AS routing intends to answer two 988

main questions. How large are the sets of dominant type- 989

lengths in the Internet? How do the lengths of valid AS-paths 990

provided by a partial-order vectoring protocol compare with 991

those computed by BGP? 992

We used the Internet topologies inferred by CAIDA [29], 993

where every pair of neighbor ASes is described as having 994
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Fig. 11. CCDFs of AS-path lengths for BGP, type-optimal paths, and shortest-
valid paths. Averages of the distributions are given inside parenthesis.

either a customer-provider or a peer-peer relationship. The995

very few ASes that do not have a valid AS-path to every996

other AS were removed. We present results for the Internet997

topology of February 2021, characterized by: 59,728 stub998

ASes and 10,746 ISPs, only 18 of which are tier-1 ISPs,999

that is, ISPs without providers, for a total of 70,474 ASes;1000

143,753 customer-provider relationships and 208,386 peer-1001

peer relationships, for a total of 352,139 relationships.1002

We computed the sets of dominant type-lengths from every1003

AS to every other AS in the Internet. The results are as follows:1004

the percentages of source-destination pairs connected by one,1005

two, and three dominant type-lengths are 93.85%, 6.14%, and1006

0.01%, respectively. The vast majority of source-destination1007

pairs are connected just by one type-length. These include the1008

89.47% source-destination pairs that are connected exclusively1009

by provider paths.1010

Figure 11a plots the CCDF of AS-path length over all1011

source-destination pairs for which BGP has the source elect1012

a provider type-length to reach the destination; and the cor-1013

responding CCDF for when the type-length product (partial-1014

order vectoring) protocol is used instead. Recall that the1015

operation of BGP in inter-AS routing obeys a shortest-best-1016

type order, that this order does not satisfy left-isotonicity, and,1017

consequently, that BGP does not route on minimum length1018

provider paths, in general (Section III). Contrastingly, the type- 1019

length product protocol satisfies left-isotonicity and can route 1020

on minimum length provider paths. Figure 11a shows that 1021

the type-length product protocol curtails the distribution of 1022

AS-path lengths and reduces its average. The percentages of 1023

source-destination pairs connected by more than 5 hops is 1024

22.0% and 4.2% for BGP and for the type-length product 1025

protocol, respectively, while the average AS-path lengths are 1026

4.72 and 3.94. 1027

Figure 11b plots the CCDF of AS-path length over all 1028

source-destination pairs for which BGP has the source elect a 1029

peer or a customer type-length to reach the destination; and 1030

the corresponding CCDF of best-type-shortest paths. Routing 1031

on best-type-shortest paths is not possible with a standard 1032

vectoring protocol, but it is possible with a type-length product 1033

protocol (Section III). Figure 11b shows that best-type-shortest 1034

paths are significantly shorter than shortest-best-type paths. 1035

The percentages of source-destination pairs connected by more 1036

than 5 hops is 33.6% and 1.1% for the shortest-best-type and 1037

the best-type-shortest orders, respectively, while the average 1038

AS-path lengths are 5.07 and 3.29. 1039

The main takeaway from these results is that with only a 1040

few cases of ASes electing two or, in rare instances, three 1041

type-lengths to reach a destination, AS-path lengths can be 1042

significantly shortened in comparison with current inter-AS 1043

routing. 1044

VIII. RELATED WORK 1045

Algebraic conceptualization of routing. The algebraic 1046

framework proposed in [5], [7] laid the foundations for a uni- 1047

fied treatment of routing problems and protocols, abstracting 1048

away the specificity of performance metrics, policy choices, 1049

and protocol parameters. The framework is premised on a total 1050

order on attributes. The present work generalizes the algebraic 1051

framework by accepting partial orders on attributes and by 1052

devising vectoring protocols that route on the dominant paths 1053

determined by those orders. Moreover, it describes a generic 1054

procedure that reduces a set of total orders to a common partial 1055

order that respects all orders and for which the extension is 1056

isotone. 1057

Multi-objective path problems. Multi-objective path prob- 1058

lems have been studied by the operations research commu- 1059

nity [30]–[32]. These problems can be described in concrete 1060

algebraic terms. Attributes are tuples of the Cartesian product 1061

of elementary metrics, each of which either extends with 1062

addition and is ordered by the less-than-or-equal order or 1063

extends with the minimum operator and is ordered by the 1064

greater-than-or-equal order. Tuples extend term-wise and are 1065

partially ordered by the product order of their term-wise total 1066

orders. The goal is to find sets of dominant tuples from source 1067

to destination in a network and is attained with generalizations 1068

of Dijkstra’s and Bellman-Ford algorithms [30]–[32]. 1069

The setting considered in this work is broader and the 1070

problem addressed is different. Attributes are not necessarily 1071

tuples of elementary metrics. Even when they are, a partial 1072

order on them is derived, rather than assumed a priori, and 1073

does not necessarily coincide with the product order. The goal 1074
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is to route data-packets on optimal paths, for a single optimal-1075

ity criterion and for multiple optimality criteria. This goal is1076

attained with a partial-order vectoring protocol.1077

Multipath routing protocols. Since partial-order vectoring1078

protocols typically find multiple paths from source to destina-1079

tion, they can be considered a type of multipath routing proto-1080

cols. Multipath routing protocols have mostly been proposed1081

as extensions to BGP with one of the following three goals in1082

mind. A first goal is to ensure proper termination both of exter-1083

nal BGP [33] and of internal BGP [34], [35]. A second goal is1084

to improve the data-packet delivery capabilities of BGP during1085

convergence of the protocol upon a link failure [36]–[39].1086

And a third goal is to allow the configuration of more1087

expressive routing policies than is possible with standard1088

BGP [40]. The BGP multipath routing proposal presented1089

in [23] addresses all three goals.1090

The partial-order vectoring protocol proposed in this work1091

targets a different goal. We seek to route data-packets on1092

optimal paths for a variety of optimality criteria, some of1093

which do not lend themselves to a solution by a standard1094

vectoring protocol. In addition, our partial-order vectoring pro-1095

tocol is formulated with generality rather than being specific1096

to BGP.1097

IX. SUMMARY AND CONCLUSION1098

We presented a solution to the problem of routing on opti-1099

mal paths concurrently for a collection of optimality criteria,1100

which subsumes, as a particular case, the problem of routing1101

on optimal paths for a single, but arbitrary, optimality criterion.1102

A fundamental piece of the solution is the identification of a1103

partial order on attributes that is contained in each of the total1104

orders that define a criterion of the collection and for which1105

the extension operation on attributes is isotone. We designed a1106

partial-order vectoring protocol that operates according to such1107

partial orders to compute dominant attributes from sources1108

to destinations in any given network. By construction, the1109

dominant attributes contain the optimal attributes associated1110

with each of the optimality criteria. Alongside the computation1111

of dominant attributes, partial-order vectoring protocols dis-1112

seminate the necessary forwarding information to guide data-1113

packets on the diverse types of optimal paths.1114

The generality of our approach was accompanied with two1115

instantiations. The first concerns optimal path routing based1116

on performance metrics that can be represented as widths and1117

lengths. We concluded that routing on K-quickest paths or on1118

shortest-widest paths is not possible with a standard vectoring1119

protocol, but can be accomplished with a partial-order vector-1120

ing protocol that elects just a few width-lengths per destination1121

in stable state and terminates fast. The second instantiation1122

of our approach relates to inter-AS routing. AS-paths are1123

valid if, and only if, all the intermediate ASes profit from1124

transiting traffic. Aside from validity, AS-path length is a1125

major consideration in path selection. We concluded that a1126

partial-order vectoring protocol that elects two or, in rare cases,1127

three type-lengths per destination at a few ASes significantly1128

reduces the lengths of routing paths across the Internet as1129

compared to BGP.1130

APPENDIX A 1131

LARGEST ISOTONIC REDUCTION OF THE 1132

K -QUICKEST ORDER 1133

Proposition 1: The largest isotonic reduction of the 1134

K-quickest order �K is such that width-length (w, l) equals or 1135

is preferred to width-length (w′, l′) if, and only if, (w, l) �K 1136

(w′, l′) and l ≤ l′. 1137

Proof: The extension operation on width-lengths is asso- 1138

ciative. Therefore, we apply Theorem 2. First, we show that 1139

(w, l) �K (w′, l′) and l ≤ l′ together imply (min(x, w), 1140

m+l) �K (min(x, w′), m+l′) for every width-length (x, m). 1141

Two cases are distinguished. 1142

Case 1: w ≥ w′. We have min(x, w) ≥ min(x, w′). From 1143

l ≤ l′, we write 1144

K/ min(x, w) + m + l ≤ K/ min(x, w′) + m + l′. 1145

Consequently, (min(x, w), m + l) �K (min(x, w′), m + l′). 1146

Case 2: w < w′. From (w, l) �K (w′, l′) and w < w′, 1147

we deduce that l < l′. If x ≤ w, then x = min(x, w) = 1148

min(x, w′), and we write 1149

K/ min(x, w) + m + l < K/ min(x, w′) + m + l′, 1150

so that (min(x, w), m + l) �K (min(x, w′), m + l′). If w < 1151

x < w′, then we write 1152

K/ min(x, w) + m + l 1153

= K/w + m + l (from w < x) 1154

≤ K/w′ + m + l′ (from (w, l) �K (w′, l′)) 1155

< K/ min(x, w′) + m + l′. (from x < w′) 1156

Once again, (min(x, w), m+l) �K (min(x, w′), m+l′). Last, 1157

if w′ ≤ x, then widths w and w′ are not diminished by width 1158

x. We obtain (min(x, w), m + l) �K (min(x, w′), m + l′) 1159

directly from (w, l) �K (w′, l′). 1160

Second, we show that if either (w, l) �K (w′, l′) does 1161

not hold or l > l′, then there is width-length (x, m) such 1162

that (min(x, w), m + l) �K (min(x, w′), m + l′) does not 1163

hold. If (w, l) �K (w′, l′) does not hold, then we choose 1164

(x, m) = (+∞, 0). Otherwise, if l > l′, then we choose 1165

(x, m) = (min(w, w′), 1) to obtain K/ min(w, w′) + l + 1166

1 > K/ min(w, w′) + l′ + 1, which implies that (min(x, w), 1167

m + l) �K (min(x, w′), m + l′) does not hold. 1168

APPENDIX B 1169

INTERSECTION OF k-QUICKEST ORDERS FOR 0 ≤ k ≤ K 1170

Proposition 2: The intersection of the k-quickest orders �k 1171

for all k between 0 and K is such that (w, l) equals or is 1172

preferred to width-length (w′, l′) if, and only if, (w, l) �K 1173

(w′, l′) and l ≤ l′. 1174

Proof: First, we show that (w, l) �K (w′, l′) and l ≤ l′ 1175

together imply (w, l) �k (w′, l′) for every k, 0 ≤ k < K . 1176

Two cases are distinguished. 1177

Case 1: w ≥ w′. We have k/w ≤ k/w′. From l ≤ l′, 1178

we write 1179

l + k/w ≤ l′ + k/w′. 1180

Consequently, (w, l) �k (w′, l′). 1181
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Case 2: w < w′. We write1182

k/w + l1183

≤ k/w + K(1/w′ − 1/w) + l′1184

(from (w, l) �K (w′, l′))1185

< k/w + k(1/w′ − 1/w) + l′ (from k < K)1186

= k/w′ + l′.1187

Once again, (w, l) �k (w′, l′).1188

Second, we show that (w, l) �k (w′, l′) for every k,1189

0 ≤ k ≤ K , implies (w, l) �K (w′, l′) and l ≤ l′.1190

Trivially, we take k = K and k = 0 in (w, l) �k (w′, l′),1191

respectively.1192
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